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TalkTalk's fine for data protection breaches

COMMERCIAL LAW UPDATE

new disclosure requirements – words of warning

The seventh data 
protection principle 
governing the use

of personal information, 
as set out in the Data
Protection Act 1998
(DPA), relates to data 
security. In practice, 
it means that 
organisations must
have appropriate
security in order to 
prevent the personal
data they hold being
accidentally or 

deliberately compromised. Breaches of data protection 
legislation can not only lead to your business incurring a fine
– of up to £500,000 in serious cases – but can also have a
damaging effect on the reputation of your business if poor
security contributes to high-profile incidents of data loss 
or theft. 

The recent fine levied on TalkTalk by the Information
Commissioner's Office (ICO) illustrates this point, showing the
great importance of having an effective data protection
regime in operation in any business.

TalkTalk was fined £400,000 – the largest ever fine of its 
type – after a ruling that it had seriously failed to abide by its
obligations under the DPA. 

The fine arose after TalkTalk failed to fix a known security 
loophole in a database it had obtained when it took over
Tiscali in 2009. The database was accessible via its website,
which was subsequently hacked causing personal 
information on more than 150,000 customers to be exposed.

The fine was levied despite the presence of a number of 
mitigating factors. 

The Government has announced that it intends to introduce
the power to levy personal fines on directors whose 
companies commit data protection breaches.

The ICO has published guidance, 'A Guide to Data Security',
giving practical advice for small businesses on how to keep
Information Technology systems safe and secure. This is in the
form of ten practical steps to enable businesses to decide
how to manage the security of the personal data they hold.

This and other guidance on data protection issues can be
found on the ICO website www.ico.org.uk.

For advice on compliance with data protection law,
contact us.

Revisions to the Small Companies Regulations and
Section 1A of Financial Reporting Standard 102 have
significantly changed the disclosure requirements for

small company accounts.

One potential source of risk is that the new regime gives the
directors and accountants/auditors of such companies 
considerably more discretion as to what they choose to 
disclose about the company in its filed accounts.

If you are relying on a company's accounts when 
deciding whether to offer credit, enter into contractual
relations or for any other purpose, take care and do your
homework...and, where appropriate, take steps to 
minimise your risk.
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Government Cracks Down on Salary Sacrifice Tax Perks

As had been widely anticipated, the Chancellor of the
Exchequer announced in his Autumn Statement that
the Government is making changes to salary sacrifice 

arrangements so that many schemes that currently attract
tax and National Insurance Contributions (NICs) advantages
will no longer do so from 6 April 2017.

The way salary sacrifice schemes work is that the 
employee accepts a cut in pay in exchange for a non-cash 
benefit, such as car parking at or near their workplace, 
childcare vouchers or health checks. The reduction comes
out of the employee's pre-tax salary, so they pay no Income
Tax or employee NICs and the employer does not pay
employer NICs on the sum sacrificed.

The following benefits provided through salary sacrifice
schemes will cease to offer employee tax perks or employer
NICs perks:

n Accommodation;
n Car parking at or near the place of work;
n Company cars (other than ultra-low emission vehicles);
n Gym membership;
n Health assessments;
n Mobile phones, laptops etc.;
n School fees; and
n Work-related training.

Arrangements under salary sacrifice schemes that are
already in place are protected until April 2018, except for
those relating to cars, accommodation or school fees, which
are protected until April 2021. After that, employees will have

to pay tax
on the
amount
sacrificed
as if it was
income
and
employers
will have 
to pay 
NICs. The
employee
exemption from NICs on the amount sacrificed will, however,
remain. Employees have until 5 April 2017 to join an existing
salary sacrifice scheme if they wish to take advantage of the
perks available until these are withdrawn.

The following salary sacrifice schemes are exempt from the
changes:

n Employer-supported childcare;
n Cycle-to-work schemes;
n Ultra-low emission cars (those with CO2 emissions of up 

to 75g/km); and
n Pension contributions.

If you currently provide flexible benefits that will no
longer be as attractive, we can assist you in deciding 
on the best way forward for you and your workforce by
reviewing your existing arrangements and assessing the
likely impact of the changes.

Successful entrepreneurs often emotionally engage with 
their businesses and treat them as 'their babies'.
However, as a recent High Court case shows, too great

an emotional attachment can create a real danger of
unwise decision making if insolvency beckons.

A businessman put his heart and soul into establishing a 
highly successful property development company that
nonetheless went into liquidation following the 2008 financial

crisis. During its final days, he took various steps in an attempt
to shore up its perilous financial position. Amongst other
things, he agreed to subscribe for 1.5 million shares in the
company at a time when it was already heavily insolvent.

An agreement to subscribe for shares is a straightforward
contract and is enforceable against the subscriber, as is a
purchase of shares 'part paid'.

The company's liquidator launched proceedings against the
director in order to hold him to that bargain and the Court
found him liable to pay £750,000 for the shares. He was also
ordered to repay £75,000 that had been diverted from the
company to partially satisfy a bank debt that he owed 
personally. The Court found that he was entitled to set off
against those sums certain arrears of salary and the 
redundancy payment that he should have received on the
termination of his employment.

If your company is in financial difficulty, contact us for
advice as soon as possible and without delay.

Director Must Fulfil Pledge to Pay for Shares in Insolvent Company



COMMERCIAL LAW UPDATE
Online Trader Price Fixing Leads to Fine

Pre-Action Protocol for Construction Disputes Revised

Director Who Resigned Banned After Company Failure 

Wi-Fi Provision Not an IP Danger

Acompany which deals in sports and entertainment 
products such as posters and stickers has pleaded
guilty to breaching competition law by creating a 

cartel through collusion on pricing to ensure that it did not
undercut the prices offered by an online reseller on the
Amazon website. Amazon was not a party to the illegal 
cartel activity.

What is unusual about the case is that the two companies
involved achieved their ends through the use of computer

software which automated repricing decisions.
The supplier was fined more than £160,000 following an
investigation by the Competition and Markets Authority
(CMA). The fine levied was reduced by 20% to reflect the
company's cooperation with the CMA investigation.

The penalties for breaches of competition law can be
very substantial. For advice on ensuring your trade 
practices do not put you in danger of a CMA 
prosecution, contact us.

The provision of free Wi-Fi is now commonplace and the dangers of
using unsecured Wi-Fi should be known to all…but providers of Wi-Fi
hotspots will take comfort in the recent decision that a Wi-Fi provider

was not liable for copyright material having been made available to the
public without a licence where the contravention was the result of an
action of a third-party user of the Wi-Fi network.

Rather surprisingly, it fell to the Court of Justice of the European Union to
decide that issue. 

Contact us for copyright and other intellectual property advice.

Arecent case shows that when the chips are down,
being a director is less about the title of your job with
the company and more about the role you assume.

The case involved an insolvent company that went into 
liquidation in 2014 with a deficiency in excess of £1 million,
mainly in respect of unpaid PAYE, National Insurance
Contributions and VAT liabilities.

Following an investigation by the Insolvency Service, it was
concluded that the company had traded while insolvent

and that a former director, who had resigned as a director 
in 2013, had been paid more than £250,000 before the
company collapsed and was still in fact acting as a director.
The man's son had remained as a director.

Both father and son were disqualified from acting as directors
of UK companies for a total of more than eight years. 

If you are concerned about your rights or responsibilities
as a director, contact us.

Over the years, there have been many changes to the
way construction disputes are dealt with and on 14
November 2016 a new Pre-Action Protocol for

Construction and Engineering Disputes came into effect. The
changes are aimed at making the resolution of disputes faster
and less costly.

One of the principal changes in the new protocol is that the
parties in dispute can opt out of its use if they agree. There are
also changes regarding the allocation of cost sanctions by the
court, the need for which is expected to reduce.

In general, the procedure will be to appoint a protocol referee
to resolve disputes. A fee of £3,500 will be payable on triggering
the procedure.

If you are involved in a construction dispute, contact us for advice.
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Delay Not Fatal in Resisting Repossession Attempt

Landlords frequently need to evict tenants, and where a 
possession order is sought because the tenant breaches
conditions in the lease (typically for reasons of behaviour

which impacts negatively on other tenants), the order will
often be postponed or suspended on condition that the 
tenant's anti-social behaviour ceases.

Until recently, it had been thought that postponed possession
orders were preferable for landlords because, in the event of
a breach of the condition, these were typically enforced
without further legal proceedings being necessary. However,

a recent court case has confirmed that, in such 
circumstances, a two-stage procedure designed to give the
tenant the opportunity to argue that the condition has not
been breached should be used. Simply sending in the bailiffs
without notice is not acceptable and may make the warrant
for possession voidable.

Failing to follow the appropriate procedures to obtain
possession can be counterproductive. We can guide you
through the process to protect your property interests.

When a commercial tenant fails to pay rent due, the 
landlord can take legal action to terminate the lease
or can 'peaceably re-enter' the premises and take

possession of them. Where a court order is made, the tenant
has six months in which to apply for 'relief from forfeiture' of
the lease.

A recent case has shown up an interesting anomaly when
peaceable re-entry is the chosen route for repossession of 
let premises. In such cases, the court has discretion to allow
an application for relief from the landlord's possession and
that is based on whether the tenant has applied for relief 
with 'reasonable promptitude'.

In the case in point, the tenant company failed to make an
application for relief from forfeiture for more than 14 months
and the landlord opposed the application on the basis that 
it was not made with reasonable promptitude. Clearly, the
decision in such cases will be highly fact specific, but the
range of factors taken into consideration by the court in

making its decision (which was in favour of the tenant) makes
interesting reading.

The court took into account: 

n the loss suffered by the landlord (in this case considered
to be none, because it had taken no steps to re-let the 
property);
n the relationship of the rent arrears to the value of the
lease (in this case less than 1 per cent);
n the tenant's demonstrated ability to pay the arrears of
rent; and
n the tenant company's particular circumstances, which in
this case included the director being in prison and suffering
from depression.

Any landlord faced with rent arrears should consider
carefully the steps they can take to obtain payment of
the sums owing or to repossess the property. We can
advise you of your options and help you choose the
path likely to lead to the best outcome. 

Statistics published by Macmillan Cancer Support predict
that by 2020 almost one in two people (47 per cent)
will get cancer at some point in their lives.

If an employee is diagnosed with cancer, HIV or multiple
sclerosis, they immediately have the protection against 
discrimination afforded by the Equality Act 2010 to a worker
with a disability. 

The Advisory, Conciliation and Arbitration Service (Acas) has
published a new guide for employers on managing staff
who have a potentially life-threatening or long-term illness.
This includes providing support and identifying what kind of 
reasonable adjustments can best help them at work.

For advice regarding employment discrimination, 
contact us.

Acas Guidance on How to Handle Life-Threatening Conditions


